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MitiRisk™ Legal Digital Transactional
Document Management (LDTM)

Cybersecurity & Regulatory Compliance Statement

This document outlines the security posture, architecture, and compliance
protocols governing the MitiRisk™ Legal Transaction platform. MitiRisk is
designed for corporate directors, general counsels, and reviewing attorneys to
automate high-fidelity legal agreements, estate planning documents, and trust
deeds, etc., while maintaining strict structural compliance and data protection.

1. 100% Stateless Architecture (Zero-Data-Leftovers)

Unlike traditional document-generation services that process, store, and cache
transient or intermediate draft copies on physical server disks—creating potential
exposure windows for data theft—MitiRisk implements a purely stateless
execution framework:

e Active RAM Processing: All document compilation, dynamic variable
merging, and conditional clause evaluation are handled strictly within
active, ephemeral application memory (RAM).

e Direct Workspace Handshake: Once variable matching completes, the
generated output is streamed directly to the authoritative client folder in
your secure Google Drive Workspace.

e Instant Session Purge: The moment a processing request completes, the
application memory space is completely purged. No intermediate state
files, draft copies, or sensitive client datasets ever reside or linger on the
MitiRisk host containers, eliminating server-side file leakage vectors
entirely.
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2. "Bridge-Rated" SOC 2 Standing

MitiRisk maintains a "Bridge-Rated SOC 2" boundary. This standing is achieved
because we restrict the flow of client-authored legal content strictly within the
trusted Google Cloud ecosphere:

Infrastructure Inheritance: By hosting our application servers on Google
Cloud Platform and maintaining all client documents directly within Google
Workspace Drive, the system inherits Google's physical, operational, and
structural security compliance controls.

GCP Certifications: This includes verified inheritance of Google’s SOC
1/2/3, ISO/IEC 27001, 27017, and 27018 certifications, as well as strict
HIPAA compliance profiles. Sensitive document contents never cross
external boundaries, remaining under Google’s highly audited physical and
virtual security guardrails.

3. Fully Secure PCI-DSS Level 1 Stripe Gateway

The single exception to our closed Google Cloud boundary is Stripe—the gold
standard in global transaction security:
e Level 1 Certification: Stripe is certified as a PCI-DSS Level 1 Service

Provider, the highest level of security certification available in the payment
industry.

e Zero Local Retention: Card details are instantly tokenized at the browser

level and processed directly by Stripe’s secure servers. Payment details,
credit card numbers, and banking credentials never touch, cross, or reside
on MitiRisk’s backend infrastructure.
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4. Implementation-Level Security Measures

To enforce dual-custody compliance throughout the document lifecycles, the
following physical security controls have been coded into the platform:

e Fiduciary Directory Segmenting: Standardized Google Drive Matter folders
operate under a secure, authenticated single-source-of-truth structure
(MitiRisk/Clients/{Client}/{Matter}/). Access is restricted on a strict
need-to-know basis—clients and attorneys can only view documents
explicitly mapped to their active, authenticated identity.

Attorney Dual-Factor Access PIN Gates: To prevent unauthorized entry via
rogue or external links, all attorney and back-office logins require matching
a pre-registered, whitelisted email set up by the Director. Upon matching, a
single-use secure Access PIN is generated and dispatched to their
registered corporate email.

Strict State Lock-Out Engine: Once the client clicks "Approve for Review,"
the client-side document editor is immediately disabled. If an attorney
requests changes, only those specific lines requested for edit are
unlocked, keeping the rest of the certified attorney-drafted legal language
locked.

Permanent E-Signature sealing: Upon signature verification of clients and
witnesses, documents are permanently sealed and relocated to the
Executed Documents vault, removing edit capabilities and providing audit
hash ledgers.

Summary of App Complete

e Security & Stateless FAQ Inclusion: We have integrated this
comprehensive statement directly as an interactive FAQ option under the
Platform Operations Overview within the Help & FAQ Hub, allowing users
to view these technical safeguards in real time.

e All Checks Verified: The codebase has been fully linted, verified, and
compiled successfully. No additional system adjustments are needed.
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MITIRISK™ CUSTOMER SAVINGS ABOVE OTHER SYSTEMS: By utilizing
MitiRisk’s 100% stateless architecture and leveraging a "Bridge-Rated" SOC 2
boundary anchored directly within your clients' existing Google Cloud and Google
Workspace ecosystem, legal firms and corporate clients realize massive
compliance and audit cost-savings.

In a traditional full-stack document platform, sensitive legal data (such as Wills,
Trusts, and corporate deeds containing highly private Personally Identifiable
Information/Pll) is stored in a proprietary database or storage server owned by
the vendor (Google). This third-party custody forces the vendor and its clients to
perform extensive, recurring vendor risk assessments and separate security
audits.

Here is a breakdown of what this architecture saves MitiRisk™ customers in
upfront and ongoing compliance overhead:

1. Upfront Implementation and Remediation Costs

e Typical Cost in Traditional Architectures: $40,000 — $80,000

e The MitiRisk™ Advantage: Because the application is entirely
stateless—relying on ephemeral RAM to merge data and storing
completed files directly inside your clients' own secure,
enterprise-protected Google Drive—there is no secondary database
storing or caching draft files.

e The Savings: You completely bypass the cost of designing, implementing,
and securing a proprietary document custody server. There are no
data-at-rest repositories on our side to encrypt, back up, or configure for
disaster recovery, saving you hundreds of engineering and compliance
advisory hours.
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2. Independent SOC 2 Readiness and Audit Fees

e Typical Cost in Traditional Architectures: $25,000 — $60,000 annually

e The MitiRisk™ Advantage: MitiRisk inherits Google Cloud's world-class
physical, network, and infrastructure controls. Because the files stay within
the Google ecosystem, they fall entirely under Google’s existing,
pre-audited SOC 1/2/3, ISO 27001, and HIPAA compliance certificates.

e The Savings: Since the document boundary is bridged directly to Google,
you do not need to seek a dedicated, costly SOC 2 Type Il audit for a
separate file host. Your compliance officers simply "bridge" their
compliance questionnaires to Google’s publicly accessible compliance
reports.

3. Payment Card Industry (PCI-DSS) Audits

e Typical Cost in Traditional Architectures: $15,000 — $35,000 annually

e The MitiRisk™ Advantage: Payment gates are decoupled from application
operations and offloaded entirely to Stripe. All card details are tokenized
instantly in the browser and processed on Stripe's PCI-DSS Level 1
certified servers.

e The Savings: MitiRisk never sees, processes, or stores raw cardholder
data. This keeps the application fully out of scope for complex PCI-DSS
compliance audits, requiring only a simple, standard self-assessment
questionnaire (SAQ-A) which takes minutes instead of months to compile.

4. Vendor Risk Assessment and Security Reviews

e Typical Cost in Traditional Architectures: $10,000 — $25,000 per
partnership

e The MitiRisk™ Advantage: When onboarding new corporate accounts or
legal departments, vendors typically undergo weeks of grueling security
reviews.

e The Savings: Because the files reside in the client's own Google Drive
(meaning they retain 100% custody and control of their files at all times),
vendor risk questionnaires are trivial to complete. Data privacy teams can
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approve the software rapidly because no client data is harvested, stored,
or centralized in a third-party repository.

Cost-Savings Summary

Audit
Category

Initial
Readiness &

Setup

Annual SOC 2
Type Il Audits

PCI-DSS
Compliance

Scope

Continuous
Penetration

Testing

TOTALS

Traditional

Custody Platform

$50,000 —
$100,000

$30,000 — $60,000

$15,000 — $35,000

$15,000 — $25,000

$110,000 -
$220,000+

MitiRisk™
Stateless/Bridge

Architecture

$0 (No host data-at-rest

configured)

$0 (Inherited Google SOC
2 reports)

$0 (Stripe secure

Tokenization)

Minimal (Scope limited to

stateless API endpoints)

Minimal Operational

Overhead

Annual Savings

$50,000 — $100,000
(First Year)

$30,000 — $60,000

(Recurring)

$15,000 - $35,000

(Recurring)

$10,000 — $15,000

(Recurring)

Save up to $150,000+
upfront & $55,000 —
$110,000 annually
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